C-CURE System

PRIVACY IMPACT ASSESSMENT SUMMARY
System Name: C-CURE System

Managing Office: USAID Office of Security

SUMMARY: The United States Agency for International Development (USAID) gives notice that it has conducted a
Privacy Impact Assessment (PIA) for the Office of Security (SEC) C-CURE system. C-CURE system manages
certain aspects of the access control system.

What elements of Pll are being collected?
The Office of Security uses C-CURE to collect employee and contractor (hereafter employees) names and
photographs.

Why is the PIl being collected?

The Office of Security uses C-CURE to collect this information to verify that individual employees are who they say
they are when they request access to USAID office space or upon the request of another USAID employees on their
behalf.

What opportunities are provided to individuals to consent to the use of this information collection?
No opportunity to consent is provided, as this information is taken from the AID 500-1, which is used during the hiring
and badge issuance processes.

What is the Agency's intended use of the information?
The Office of Security uses C-CURE to issue badges to authorized employees, and to verify that individual
employees are authorized to access USAID office space.

Who has access to the information?
The Office of Security may disclose the information to other Federal agencies so that they can use the issued badges
to grant physical access to their Federally-owned or controlled facilities.

What authorities permit the collection of this information?

Executive Order (EO) 10450: Security Requirements for Government Employment; EO 12968: Access to Classified
Information; EO 12333: United States Intelligence Activities; EO 13381: Strengthening Processes Relating to
Determining Eligibility for Access to Classified National Security Information; and the Intelligence Reform and
Terrorism Prevention Act of 2004 (Public Law 108-458).

Information Security
Only individuals with a valid C-CURE local user account have access to the C-CURE system. Only SEC employees
working as security specialists, contractor guards, and SEC Senior Staff have access to the C-CURE database.

Does this collection require a System of Record Notice?
Yes. USAID-08, Personnel Security and Suitability Investigatory Records.



